NMpunoxeHune N 2. UHhpopmaumoHHas namMAaTKa Ans
obyyarowmxcsa ana pasmeweHus Ha opmumanbHbIX
WHTEpPHeT-pecypcax

MNpunoxeHne N 2

C kaxxgblM rogoM MOSIOAEXU B MHTEpPHETE CTaHOBUTCS Borblue, a LUKOSTbHUKK
O4HW N3 caMbIX aKTUBHbIX Mosnb3osartenen PyHeta. Mexagy Tem, NOMUMO OrpOMHOro
KonnyecTBa BO3MOXHOCTEN, MHTEPHET HeceT U nNpobrembl. 3Ta NamMsaTKka LOMMKHaA
nomoyb Tebe 6e3onacHo HaxoaNTbLCHA B CETH.

KomnbloTepHble BUpYCbI

KoMnbloTEPHbIM BUPYC - 3TO pPa3HOBUAHOCTb KOMMLKOTEPHbLIX MpOrpamm,
OTNNYNTENBHON OCOBEHHOCTHLID KOTOPOW ABMSAETCS CMOCOOHOCTL K Pa3MHOXEHMIO.
B nononHeHne K aToMy, BUPYCbl MOMYT NOBPEAUTb UITU NOSNTHOCTBLIO YHUUTOXUTL BCE
dannbl 1 gaHHble, NOAKOHTPOSIbHbIE MONbL30OBATEN0, OT UMEHU KOTOPOro 6bina
3anyuwieHa 3apakeHHas nporpamMma, a Takke MnoBpeauTb WK JaXe YHUYTOXUTb
ornepaumoHHy0 CUCTeMy Co Bcemu dhannamm B Lenom. B BonblUMHCTBE Ccryyaes
pacnpoCTPaHATCA BUPYCbl Yepes NHTEPHET.

MeToabl 3aWuThl OT BP€AOHOCHbIX MPOrpamMm:

1. MCHOﬂb3yVI coBpemMeHHblIe onepaunoHHble CUCTEMbI, MMerLne Cepbe3HbIVI
YPOBEHb 3allTbl OT BPEAOHOCHbIX NMporpamMmm;

2. [loctossHHO ycTaHaBnuBan nadTM (UndpoBble 3ansiatkK, KoTopble
aBTOMaTUYeCKM yCTaHaBMMBAKOTCA C UeSiblo opaboTkm nporpammbl) U apyrve
obHOBNEHNs cBoen onepaumoHHon cuctembl. CkaumBam UX TOMbKO C
odvumanbHoro camta paspabotyumka OC. Ecnn cywectByeT  pexum
aBTOMaTU4YeCKOro 06HOBMNEHMS, BKITOYN ErO0;

3. Pabotam Ha cBoeM KOMMblOTEPE MNO4 MNpaBamMu MNOMb30BaTENsA, a He
agMUHUCTpaTopa. OTO He no3BONMUT OOMbLUMHCTBY BPEAOHOCHbLIX MNporpaMmm
MHCTanNnNMpoBaTbCs Ha TBOEM MNEPCOHArIbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBMPYCHble  MNporpamMMHble MPOAYKTbl  U3BECTHbIX
Npou3BoanTENEN, C aBTOMaTUYECKMM OOHOBEHMeM 0as;



5. OrpaHnyb oM3nNHECKUIA JOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNLL;

6. Micnonb3yin BHELLUHWE HOCUTENW NHAOPMaLUK, Takne Kak dpreLuka, AUCK unm
doaiin U3 MHTepHeTa, TONbKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpblBa KOMMbIOTEPHble annbl, MNONyYeHHble W3 HeHaOeXHbIX
NCTOYHMKOB. [laxke Te dpanrnbl, KOTOpbIe npucnan TBoM 3HakoMbIn. Jlydule yTouHn y
Hero, OTNpaBnsn Sin OH Tebe nx.

Cetun WI-FI

Wi-Fi - 9T0 He BMAO nepegayn gaHHbIX, HE TEXHOMNOMMSA, a Bcero nuwb 6peHa,
Mapka. Ewe B 1991 roay HMaepnaHackasi KomnaHmsa 3apernctpupoBasna opeHa
"WECA", 4yto o006o3Hayano cnosoco4yeTaHme "Wireless Fidelity", koTopbi
nepeBoanTCcA Kak "becnpoBogHasa TOYHOCTL".

[10 Hawero BpemeHu gowuna gpyrasa abbpeBunaTypa, KoTopas ABNSeTCs Takon e
TexHonorren. 3to abbpesmartypa "Wi-Fi'. Takoe HasBaHue ObISI0 JAaHO CHAMEKOM
Ha cTaHOapT BbiCLLEW 3BYKOBOM TexXHUKM Hi-Fi, 4YTo B nepeBoe 03HayaeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kadye, OTeNsAX M asponopTax sABnsgeTcs
OTJINYHOMN BO3MOXXHOCTbIO BbIXO4a B UHTEPHET. HoO MHOrMe akcnepTbl CHUTAKOT, YTO
obwenoctynHble Wi-Fi ceTu He siBnsitoTcs 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegaBain cBOO NUYHYIO MHGpOpMaunio Yyepes obenoctynHele Wi-Fi
ceTn. PaboTas B HUX, kenaTeribHO He BBOAUTb MNAposiM 40CTYyna, FIOMMHbI U Kakne-
TO HOMEpA;

2. cnonb3yn n obHOBNAW aHTMBMPYCHblE MporpamMmmbl U Gpangmayep. Tem
camMbIM Tbl 06e3onacuilb ceba OT 3aKaykm BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonbszoBaHnn Wi-Fi oTknoum doyHKumo "O0LWwmn goctyn K danniam v
npuHtepam". [aHHaa QYyHKUMA 3akpbiTa MO YMOSYaHWIO, OOHAKO HEKOoTopble
Nosib30BaTENIM aKTUBUPYIOT ee Ans yaobcTea ncnosnb3osaHus B pabote unm yyebe;

4. He ncnonb3yn nybnuyHbin WI-FI ona nepegayu MYHbIX JaHHbIX, HAanpumMep



04 BblXo4da B counalibHble CETU U B AJTEKTPOHHYIO MNMOYTY,

5. cnonb3yn TONbKO 3awmileHHoe coeanHenme Yepe3 HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBogM UMEHHO "https://*;

6. B mobunbHomMm TenedoHe oTkmMouM pyHkumo  “"lMopknodeHne kK Wi-Fi
aBTomMaTundeckn". He pgonyckan aBTOMaTUYECKOro MNOAKIIOYEHUA YCTPOUCTBA K
cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTu

CounanbHble CeTU akKTUBHO BXOAAT B Hally »XM3Hb, MHOrMe ntoan pabdoTatoT U
XUBYT TaM MOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnmapg, YenoBek,
YTO ABMSAETCA OOQHOM CeabMOW BCEX XuTernen nnaHeTbl. MHorve nonb3oBaTtenn He
NOHMMAIOT, YTO MHAOPMaLMS, pasMELLEHHAs UMW B cCoUMaribHbIX CETSAX, MOXET
ObITb HangeHa M UCMOSb30BaHa KEM YrogHO, B TOM 4ucne He obs3aTenbHO C
Bnarumm HamepeHUsIMU.

OcHOBHble coBeTbl N0 6e30nNacHOCTM B coumarnbHbIX CETAX:

1. OrpaHuyb cnncok apy3en. Y Tebsi B Apy3bsix HE A0MMKHO ObiTb Cry4YarHbIX U
HEe3HaKOMbIX Noaen;

2. 3awmiian cBo 4YacCTHY XU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca,
AaTy TBOEro POXAEHUS U OPYryko NIMYHY0 MHdopMaLumio. 3r0yMbILLNEHHUKA MOTYT
ncnonb3oBaTb Aaxke UHopMaLMio O TOM, Kak Tbl M TBOU POAUTENM MiaHupyeTe
NPOBECTU KAHWUKYIIbI;

3. 3awmwan cBoro penyTaumto - AEpPXnN ee B YNCTOTE U 3agaBan cebe Bonpoc:
xoTen Obl Tbl, 4YTOObI ApyrMe nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaelb?
Moayman, npexae 4Yem YTo-To onyonmnKoBaTh, HaNUcaTb U 3arpy3unTb;

4. Ecnn Tbl roBOpULLb C NOObMU, KOTOPbIX HE 3Haellb, HEe UCMOJSIb3yn CBOE
peanbHoe UMS U OPYryro JINYHYK0 MHJOPMaUUK: UMSA, MECTO XUTeNbCTBa, MEeCTOo
y4ebbl 1 npoyee;

5. N3beran pasmelleHnsa dotorpacdun B NHTepHeTe, roe Tbl u3obpaxeH Ha
MECTHOCTW, NO KOTOPOM MOXXHO ONpeaennTb TBOE MECTOMNOSIOXKEHWE;

6. Mpu perucTpauum B colmnanbHON ceT HeobXOANMO UCMNONb30BaTb CrOXHbIE



naponu, coctosLne n3 6yks 1 LUMdp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ansa coumanbHOW CceTu, NOYTbl N OPYrnx CanToB HEODXOAUMO UCMOSb30BaTb
pasHble naponu. Torga ecnu TebA B3NOMalroT, TO 3MOYMbILIEHHUKN nosyqar
AOCTYr TOJIbKO K OQHOMY MECTY, a He BO BCe cpaay.

ONEeKTPOHHbIe AeHbIU

ONEKTPOHHbLIE AEHbMM - 3TO OYeHb yAobGHbIM cnocob nnaTtexen, ogHako
CYLLLECTBYIOT MOLLUEHHWUKMN, KOTOPbIE XOTAT MOSTy4nUTb 3TU OEHLIN.

SﬂeKTpOHHbIe OeHbrn noasmrincb coecemMm HeagaBHO 1 MMEHHO N3-3a 3TOINO BO
MHOIMX rocygapcrtBax Ao CUX nop He npornncaHo rnpo HMX B 3aKOHax.

B Poccuu ke OHU (PYHKUMOHUPYIOT 1 O HUX YXKe MPOMNuUCcaHO B 3aKOHe, rae ux
pas3gensT Ha HECKOSbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. Pa3Huua B ToM,
YTO a@HOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs npoBoauTb onepaumn 6es
noeHTumKaLmmn nonb3oBaTens, a B HeaHOHUMHbIX UAEHTUdUKaLMSA Norb3oBaTens
saBnsgeTcs obA3aTenbHOMN.

Tarke cnegyetr pasnuyaTb 9MEeKTPOHHble duaTHble AeHbrM  (PaBHbI
rocy4apCTBEHHbIM BantoTam) U 3SIEKTPOHHble HeduaTHble OEHbrM (He paBHbI
rocyJapCTBEHHbIM BasitoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ INEKTPOHHBIMU AEHbIaAMM:

1. MNpuBsKM K cHETY MOBUNBbHLIN TeNedoH. ATO cambln yAOBHbIM U ObICTPLIN
cnocob BOCCTaHOBUTL AOOCTYyn K cyeTy. [NpuBasaHHbIN TenedoH NOMOXET, eCrnm
3abygewb CBOW nnaTeXHbl Maponb WM 3angellb Ha CaWT C He3HakoOMOro
YCTPOWUCTBA3;

2. Wcnonb3yin opHopasoBble naponu. [locrne nepexoga Ha  YCUIEHHYHO
aBTOpu3aLmio Tebe yxe He OydeT yrpoxaTb OMacHOCTb KpaXku Wnu rnepexsaTa
NNaTeXHOro Napons;

3. Bbibepu cnoxHbin naposb. lNpecTtynHukam 6yadeT He npocTo yragaTb
CIOXHbIN Napornb. HagexHble naposnn - 3TO Naponu, KoTopble cogepxaTt He MeHee 8
3HAKOB W BKIOYAOT B cebA CTPOYHbIE U NPONUCHbIE BYKBbI, LUMPbI U HECKOSTBKO
CUMBOJSOB, TakMme Kak 3HakK Josnapa, (pyHta, BocKnuuaTesribHbIM 3HaK U T.M.
Hanpumep, $tRONng!;;



4. He BBOAW CBOW NNYHbIE AaHHbIE HA carTax, KOTOPbIM HE JoBepsieLLb.

AnNeKTpPOHHaA noyrta

OneKkTpoHHaA noyta - 3TO TEXHOSorMs U NpefocTaBnsieMble €K YCryrm no
nepecbInike N NosTy4YeHUIo 3NEeKTPOHHbLIX COOBLLEHNI, KOTOpble pacnpenensitoTcs B
KOMNbloTEpHOM ceTU. OO6bIYHO SNEKTPOHHLIM MOYTOBbLIA  SAWMK  BbIrMSAUT
crneayrowmm obpasom: UMS_Nonb3oBaTens@uma_aomMeHa. Takke KpoMe nepenaym
MPOCTOro TEKCTA, MEETCHA BO3MOXHOCTb NnepeaaBath hanrnbl.

OcCHOBHbIe coBeTbl N0 6e3onacHo paboTe C 3NEeKTPOHHOM MOYTON:

1. Hago BbiGpaTb NpaBubHbIN NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN
BblOOp 6ecnnaTHbIX MOYTOBLIX CEPBMUCOB, OAHAKO sydlle A0OBEPATb TEM, KOro
3Haellb U KTO NepBbIv B PENTUHTE;

2. He ykasbiBan B NUYHOW MOYTE NUYHYHO MHGOpMauuio. Hanpumep, nydwle
BblOpaTb "My3blkanbHbI_daHaT@" nnn "pok2013" BmecTo "Tema13";

3. Mcnonbayn OByxaTarnHyo aBTopmsaunio. 3TO Korga NoMUMO Napons HY>XHO
BBOAWUTb KO, NpucbiiaemMblnt no SMS;

4. Bbibepun CrnoxHbln naposnb. [na Kaxagoro noyvTtoBOro silMKa OOSMKEH ObiTb
CBOW HaOeXXHbI, YCTOMYUBBIW K B3NIOMY Naporib;

5. Ecnn ecTb BO3MOXXHOCTb HanmcaTb CaMOMYy CBOM NIUYHbIN BOMPOC, UCMOSb3YKn
3Ty BO3MOXHOCTb;

6. \cnonb3yin HECKOMNbKO NOYTOBbLIX ALWMKOB. [epBbI a5t YaCTHOM NePEnnUCKn C
agpecatamu, KOTOpPbIM Tbl AoBepsiellb. 3OTO 3MEKTPOHHLIM agpec He Hago
McnonbL3oBaTb NpU perucTpaumm Ha dopymax ncamtax;

7. He oTkpbIBan channbl 1 Apyrme BNoOXeHusi B NMCbMax, Aaxe ecriv OHU NpULLInn
OT TBOUX Apy3en. JlyyLue yTOUHU Y HUX, OTNPaBnanmv fiv oHu Tebe aTu doannb;

8. Nocne okoH4YaHust paboTbl HA NOYTOBOM CEPBUCE NMepea 3akpblITUEM BKNaaKu
C canToM He 3abyab HaxaTtb Ha "Bbintn".



KubepOoynnuHr unm BupTyanbHoe nsgeBatenbLCTBO

KnbepbynnuHr - npecnegoBaHme coobLLeHnsaMn, cogepammMmm ocKoponeHus,
arpeccuto, 3anyrmBaHue; XynuraHcTBo; counanbHoe DOMKOTUPOBaHME C MOMOLLIbIO
pasnn4yHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KNbepbynnMHrom:

1. He 6pocaincsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BecTu u,
€CIn HeT TOro, K KOMy MOXHO 0bpaTuTbCH, TO BHa4ane ycrnokoutbcsa. Ecnn Tbl
HayHellb OTBe4YaTb OCKOPONEeHusIMM Ha OCKOPOMEeHusi, TO TONbKOo ele Gonblie
pa3oXoKeLLb KOHMPIUKT;

2. Ynpasnau ceBoen knbeppenyTtaumeu;

3. AHOHMMHOCTb B ceT MHMMasi. CyLLecTBYIOT CNocobbl BbIACHUTL, KTO CTOUT
32 aHOHUMHbIM aKKayHTOM,;

4. He ctouT BECTM XynuraHckMin obpas BUPTyanbHOW XWU3HU. UHTepHeT
douKkcupyeT BCe TBOM OEUCTBUS U COXpaHsSeT uX. Yoanutb mx ByaeT kpanHe
3aTpyoHUTESTBbHO;

5. Cobntogan cBOK BMPTYyasibHYO YeCTb CMOMOAY;

6. rHopupyih eanHnYHbIN HeraTue. OaHOpPa30Bble 0CKOPOMTENbHbIE COOOLLEHMS
nydlie nrHopupoBaTb. OBbIYHO arpeccus NpekpalllaeTcs Ha HayanbHOW cTaaum;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMU COOOLLEHNAMN, B
coumnarnbHbIX CEeTSX €CTb BO3MOXHOCTb OFIOKMPOBKM OTMNpPaBKM COODLLEHUA C
onpeneneHHbIX agpecos;

8. Ecnn Tbl cBnaeTenb knubepOynnuHra. TBou AENCTBUSA: BbICTYNUTb NPOTUB
npecrnegoBaTensi, nokasaTtb €My, YTO ero AencTBUS OLEHUBAKTCA HeraTUBHO,
nogaepXaTtb >KepTBY, KOTOPOW Hy)XHa MNCUXonorMdeckasi Momollpb, COOBLUUTb
B3pOCNbIM 0 aKTe arpeccMBHOIoO NoBeaeHUsI B CETU.

MoOGunbHbIN TenedoH



CoBpeMeHHble cMapT@OHbI 1 MNaHWeTbl cogepXaTt B cebe BnomnHe B3pOCSibIN
oyHKUMOHaN, W Tenepb OHW MOryT KOHKYpuUpoBaTb CO CTauMoHapHbIMU
KoMmnbtoTepamn. OgHako, CpeacTB 3awmTbl Ans Nogo6HbIX YCTPOMCTB NOKa OYEHDb
Marsio. TecTupoBaHue 1 NOUCK YA3BMMOCTEN B HUX MPOUCXOONT HE TaK MHTEHCUBHO,
kak ans K, To xxe camoe KacaeTcsi U MOBUNbHbIX NPUIIOXKEHWIA.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| yXKe NMpakTn4eckmn gorHasim HacCtoJibHble
aHarnoru, oAJHaKo paclumpeHmne (*)yHKLI,VIOHaJ'Ia Brne4yet 3a cobon 6OJ'IbLIJyI-O
CIOXXHOCTb 1 MEHbLUYIO 3aLLUNLLIEHHOCTb.

[laneko He Bce npon3soanTesin  BbIMMYyCKakOT obHOBNEHMA, 3aKpblBaoLlne
KpUTnHeckmne yAaA3sBMMoCTn OJid CBOUX yCTpOIZCTB.

OcHoBHbIe coBeTbl Ana 6e3onacHOCTUMOBUIIBHOIO TeJ'IerOHaZ

Huyero He saBnseTtcs no-HacTosdALllemy OecnnaTHbIM. Byﬂ,b OCTOpPOXEeH, Beb
Korga Tebe npeanararoT ©ecnnaTHbIN KOHTEHT, B HEM MOryT ObITb CKPbITbl Kakune-
TO NNaTHble YCITYTn;

Hdyman, npexge yem otnpasutb SMS, poTo nnu Bngeo. Tobl TOYHO 3HaELWb, rae
OHW OyayT B KOHEYHOM UTOre?

Heobxoammo o6HOBNATL ONepaLmMOHHYO CUCTEMY TBOEIrO CMapT(OHa;

|/|CI'IOJ'Ib3yIZ AHTBUPYCHbIE MNMporpamMmmbl And MOOUNbHBbIX TeJ'IerOHOB;

He 3arpyxail NpunoxeHus OT HEU3BECTHONO WCTOYHWKA, Bedb OHW MOTYT
cofepaTb BpeoHOCHOe NporpaMMHoe obecrneyeHue;

[Mocne Toro Kak Tbl BblAELb C canTa, rae BBoAMI JIMYHY0 MHOpMaLnIo, 3anau
B HAacTpourkun bpaysepa n yganmcookies;

[Mepuoanyeckn NpoBepsn, Kakne nnatHble YCNyrn akTMBMPOBaHbI Ha TBOEM
HOMepE;

[asain cBon HoMep MOBUITbHOro TeneoHa TONbKO NMAAM, KOTOPbIX Thl 3HaeLlb
N KOMY JoBepseLlb;



Bluetooth gomkeH ObITb BbIKNIOYEH, KOrda Thl MM HE NoSib3yellbes. He 3abbiBan
nHorga npoBepsiTb 3TO.

Online urpbl

CoBpeMEHHbIE OHMNMaNH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBaloLME pa3BlieyeHns,
06 beguHSAOLLNE COTHU ThiCAY YENOBEK NO BceMy MUpY. MIrpoku nccnenytoT QaHHbIN
UM MUp, obLLaoTCa ApYr C APYroMm, BbINOSTHAKT 3a4aHus, CpaXkatoTCsl C MOHCTpaMm
N Nony4aroT onbiT. 3a yOOBONbLCTBME OHM MNATAT: MOKynakT AMCK, OnfadvnBaroT
aboHEMEHT nnm NprMobpeTaroT Kakne-To onumn.

Bce aTu cpeacTtBa vayT Ha nogaep)kaHue u passuTUe Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYIOTCSA CUCTEMbI aBTOPM3aLMK, BbINyCKalOTCsl HOBbIE
naTym (UndppoBble 3annaTky Ans NPorpaMm), 3akpbiBaloTCs YA3BMMOCTU CEpPBEPOB.

B nogoGHbIX Urpax CTOMT onacaTbCHA He CTOSNIbKO CBOMX COMEPHUKOB, CKOJTbKO
KpaXkv TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopmsauumn 6onbLUIMHCTBA
nrp.

OcHoOBHbIe cOBETbI MO 6€30NacHOCTU TBOETO UrpoBOro akkayHTta:

1. Ecnn gpyron urpok Beget cedbsa nnoxo unm cosgaeTt tebe HenpuUsTHOCTK,
3ab6110KMpyn ero B CNMUCKe UMPOKOB;

2. MNoxanynca agMuHUCTpaTopamMm Urpbl Ha Mroxoe noBefeHue 3TOro MUrpoka,
XenaTernbHO NPUIoXnTb Kakme-To JoKa3aTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4yHyo nHopmaumio B npodannenrpobl;

4. YBaxan Opyrmx y4aCTHUKOB MO UIPeE;

5. He yctaHaBnmBamn HeodmumarnbHblie naTyn nMoabl;

6. Micnonb3yii CroXHble 1 pa3Hble Napony;

7. Jaxxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTuBMpYC. Moka Tbl UrpaeLub,
TBOW KOMMbIOTEP MOTYT 3apasunThb.



DUWKNHT Unn KpaXxa JINYHbIX AaHHbIX

OObl4HOW KpaXken AeHer N JOKYMEHTOB CErofHs y»ke HUKOro He yaMBULLbL, HO C
pa3sBUTUEM UHTEPHET-TEXHOSIOMM 3510YMbILLIIEHHNKN MEPEMECTUSTUCH B UHTEPHET, U
Npo4oSIKaoT 3aHMMaTbCs "nNodbumMmbiM" genom.

Tak nosiBuniacb HoBas yrposa: MHTEPHET-MOLLUEHHMYECTBA U ULLINHT, raBHas
Lernb KOTOPOro COCTOUT B MOMyYeHUN KOHOMAeHUManbHbIX AaHHbIX Nofb3oBaTenemn
- NIOrMHOB 1 naponen. Ha anrnuimckom asbike phishing yntaeTtca kak uwnHr (oT
fishing - pblbHasa noenga, password - Naposnb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ DULLMHIOM:

1. Cneam 3a cBoMM akkayHToM. Ecnu Tbl nogo3peBaellb, YTo TBOSl aHkeTa bbina
B3/loMaHa, TO Heobxoanmo 3abnokMpoBaTb €e M CoOoOWUTb aaMUHUCTPaTopam
pecypca 06 3TOM Kak MOXHO CKOpEee;

2. |/|CI'IOJ'Ib3yIZ Oe3onacHble Be6-canTbl, B TOM 4uUcne, MHTEepPpHET-MarasmHoB U
MOUNCKOBbIX CUCTEM;

3. Wcnonb3yin cnoxHble W pasHble naponun. Takum obpasom, ecnm Tebs
B3/IOMalOT, TO 3MIOYMbILUSIEHHUKM MOSlydaT AOOCTYN TOSIbKO K OOHOMY TBOEMY
npodousio B CETU, a HE KO BCEM,;

4. Ecnn Tebsa Banomanu, To Heobxoaumo npeaynpeanTb BCEX CBOUX 3HAKOMBIX,
KoTopble AobaBneHbl y Tebd B Apy3bsX, O TOM, YTO Teba B3nomanu u, BO3MOXHO,
OT TBOEro UMeHn ByaeT paccbiniaTbCs crnam U CCbISTIKU Ha PULLIMHIOBBLIE CanThl;

5. YcTaHoBu HagexHbin napornb (PIN) Ha MOOUIbHbIN TENEOH;

6. OTKNIOYKM coxpaHeHne naponsi B bpaysepe;

7. He oTkpbIBan channbl 1 apyrme BNOXeHusi B MMCbMax, Aaxe ecrivi OHU NpULLInn
OT TBOMX Apy3en. Jlydlle yTOUHW Y HUX, OTNPaBnAniv Siu oHu Tebe aTu doansbl.



LUundpoBasa penytauusn

LindopoBas penyTtauusi - 3To HeEraTMBHasi Unn No3UTUBHaAA MHGOPMaLUUS B CETU O
Tebe. KomnpomeTupylowaa uHpopmaumnsa, pasMmelleHHas B MHTepHeTe, MOXET
cepbe3HbiM 06pa3oM OTpasuTbCs Ha TBOEW peanbHou xu3Hu. "Llndposas
penyTauma” - 9To0 TBOM UMUK, KOTOPbIN hopmunpyeTca ns nHgpopmauum o Tebe B
WHTEPHETE.

TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOMNOXEHNE, OCOBEHHOCTH
XapakTtepa 1 pacckasbl 0 6111M3KMX - BCE 3TO HakansiMBaeTCs B CETU.

MHorMe nogpPOCTKM JIErKOMbICIIEHHO OTHOCATCS K Nybnukauum JnM4HOW
nHdopmaumm B VIHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCneacTBun. Thl gaxe He
CMOXeLLb AoragaTtbCsa O TOM, YTO ¢poTorpadms, pasmeLleHHasa 5 net Ha3ag, ctana
NPUYNHOM OTKa3a NpUHATbL Teba Ha paboTy.

KommeHTapun, pasmelueHmne TBoux dpotorpadum n gpyrme encTBua MoOryT He
NCYE3HYTb Aaxe Nocsie TOro, Kak Tbl UX yaanuiib. Tbl HE 3HaeLlb, KTO COXPaHun aTy
MHdopMaLMIo, rnonasna fim oHa B NMOUCKOBbLIE CUCTEMbI U COXpaHWnachb fin OHa, a
rmaBHoOE: YTO NoAyMatoT 0 Tebe OKpyKatoLme ftoaun, KoTopble HangyT 1 yBUAOAT 3TO.
Hantn wuHpopmauuio MHOro neTt CcnycTtss CcMoXeT nwobon - Kak mn3 gobpbix
NoBy>XOAeHUN, Tak U C HAMepeHUEM MPUYNHUTL Bpe,. OTO MOXET ObITb KTO YroaHO.

OcHOBHbIe coBeTbI MO 3aWmTe LMdpPoBON penyTauum:

1. MNMogyman, npexge 4em 4To-TO NybnvkoBaTb M nepenasatb y cebs B Grore
WUInn B coLinarnbHON CETHU;

2. B HacTpoukax npocuna ycTaHOBM OrpaHUYeHUs Ha MNPOCMOTP TBOEro
npodouss U ero coaepXXumMoro, caenam ero Tofnbko "ana apysen”;

3. He pasmelwan u He ykasbiBah WHGOPMaLMIO, KOTOpasi MOXET KOro-nnbo
ocKkopbnATbL Unn obmxaTb.

ABTOpCKOE npaBo

CoBpeMEHHble  LUKOMBbHUKM -  aKTMBHble  nofb3oBaTenn  LMdpPOBOro
npocTpaHcTBa. OQHaKO Aaneko He BCe 3HalT, YTO MOoMb30BaHWE MHOMMMMU
BO3MOXHOCTAMU  UMcppoBoro mupa Tpebyet cobnogeHnss npas Ha



NHTENNEeKTyanbHyt COOCTBEHHOCTb.

TepMuH "MHTennekTtyanbHas COOCTBEHHOCTb" OTHOCUTCA K PasfinyHbIM
TBOPEHUSIM YESIOBEYECKOrO yMa, HaunmHasd C HOBbIX M300peTeHun U 3HaKOB,
obosHavarowmx co6CTBEHHOCTb Ha MPOAYKTbl U YCNyrn, N 3akaH4MBas KHUramu,
dooTorpadpusamm, KNHoPUIIbMaMn U My3blKanbHbIMU NPON3BELEHNAMMN.

ABTOpCKME npaBa - 3TO NpaBa Ha WHTENNeKTyanbHyt0 COOCTBEHHOCTb Ha
npousBeaeHnst Hayku, nuTepaTypbl N UCKyccTBa. ABTOPCKME NpaBa BbICTynaloT B
KayecTBe rapaHTuM TOro, YTO WHTENNEeKTyanbHbIN/TBOPYECKUA TPy aBTopa He
OygeT HanpacHbiM, OacT emy chnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha
pesyrnbTatax CBOEro Tpyda, MNofyudnuTb WU3BECTHOCTb W npusHaHue. Hukto 6e3
paspeweHnst aBTopa HE MOXeT BOCMNpPOU3BOAUTbL €ro npou3BeaeHme,
pacnpocTpaHAaTb, NybfiM4HO OEMOHCTpUpOBaTb, npodaBaTb, WUMMOPTUPOBATD,
nyckaTb B npokaT, nybriMyHO UCMNONHATb, NMOKa3blBaTb/UCNOMHATL B admpe unm
pa3mellatb B IHTepHeTe.

Mcnonb3oBaHume "nmpatckoro” nporpaMMHOro obecnevyeHust MOXKeT NMPUBECTU K
MHOIMM puUCKaM: OT MOTEPU AaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKU TBOEO
YCTPOWUCTBaA, rOe YCTAHOBIIEHA HeneranbHaa nporpamMma. He cTtouT Takke
3abbiBaTb, YTO CYLWECTBYIOT nerarnbHble U 6ecnnatHble nporpaMmmbl, KOTOpbIE
MO>XHO HaWTn B CETW.

O nopTane

CeTeBUYOK.p( - TBOW rmaBHbIN COBETUUK B CceTU. 34eCb Tbl MOXeELLUb Y3HaTb O
6e3onacHOCTN B CETU MOHSATHBbIM M OOCTYMHbLIM A3bIKOM, @ MPU BO3HUKHOBEHWUU
KPUTUYECKON cUTyaumm obpaTUTbCA 3a COBETOM. A Takke MPUHATL yyacTue B
KOHKypcCax 1 cTaTb caMbIM LIMGPOBLIM rpaXKgaHUHOM!



